Abstract
Introduction
The emergence of Overlay and Peer to Peer (P2P) networks can be attributed, for the most part, to frustration with the standard services and structures of the present Internet. Users behind NAT boxes and firewalls cannot participate as fully qualified Internet citizens and share information on an equal basis with other users due to the limitations imposed by address translation, traffic filtering and dynamic IP address allocation.
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P2P networks address such problems by providing an extension of the Internet design within which communities of users have implemented distributed storage, search and sharing, and distributed computation applications [2, 13] .
An Overlay network is an organized subset of Internet nodes that collectively provide services to the participants. Overlay network nodes could participate in one or more overlay networks based on the type of activities in which it wishes to participate. In the literature P2P and overlay systems are typically categorized as Structured or Unstructured systems [8, 23] .
Irrespective of the nature of the architecture all P2P and overlay systems confront a common set of issues; efficiency, scalability, topology awareness, efficient routing, storage, caching, resilience and security etc. [21, 24] . Recently P2P overlay networks have gained much attention in the research world, in part due to the tremendous growth in public interest and use of such systems, and their impact in terms of generating Internet traffic [13] . Researchers focusing their attention on various aspects of P2P design have developed innovative approaches to deal with many of the above mentioned issues efficiently [13] .
Research in P2P networking has two main directions [2, 13] . Academic researchers have proposed solutions to some key problems and at the same time the current trend and the popular products seem to have their own ideas and solutions. Even though there are some attempts to unify these two distinct streams (e.g. Intel, HP and more than 60 leading universities in the world have collaborated to form Planet Lab) [10] , still the division exists. Popular P2P applications are motivated by the industry's marketing targets. These systems have very little knowledge of the outcomes of the research activities done by the academic community, at least have implemented few of the resulting ideas. Academic research too has a weak point of not concentrating on the improvement of the popular or commercially oriented products. These differences in the way of looking at the research and the deployment of the popular systems have led to the development of the two distinct streams with more and more differences and there is a severe need to bridge these two communities. The emergence of stable efficient P2P and overlay networks depends on improvements in all the above mentioned areas [23] .
Ultimately research results that could improve the performance and security of P2P systems have had little impact on the development of deployed systems. The same argument is also valid for overlay networks that provide generalized support for developing P2P applications. We believe that this situation is due to the increasing trend of separating academic research from systems programming in the Internet environment. Development of Internet applications and protocols is no longer solely a domain of research groups, in fact increasingly, the development activity has moved into the hands of the open source community and the commercial developers.
Some research aims to bridge this gap [3] , however there are few such published results and, so far as we are aware, no production system has been produced and maintained by networking research groups. This paper discusses the roles of research groups and applications development in the context of a design space analysis of network infrastructure, overlays and P2P applications.
In this paper we analyze the existing systems and identify their problems and then are trying to direct future research in P2P and show how the three dimensional parametric space introduced by us could be used in the development and in the implementation of newer services benefiting different involved parties. This paper is organized as follows. Section 2 gives a background study of the P2P systems. Section 3 talks about the Internet, P2P and the middleware capabilities and needs. Based on the study of sections 2 and 3, Section 4 introduces the three dimensional parametric space and explains how systems could be developed. Section 5 gives conclusions we have arrived and Section 6 gives outlines the future directions of P2P research.
Background
P2P and overlay networks are categorizable into two classes. Unstructured P2P networks allow nodes to join and leave freely and connect participating nodes ad hoc into a random graph. Such nets typically use broadcast flooding to locate desired data items. Gnutella and Freenet are some examples of this kind of network [4, 18] .
Structured overlay networks, which are designed with the aim of improving the efficiency of data discovery, maintain a logical node structure and impose constraints on the node structure and data placement to ensure effective data discovery.CAN, Chord, Pastry and Tapestry are some examples of Structured overlay networks [20, 17, 22, 26] .
Even though P2P networking has experienced fast-paced development in the recent years, designers of P2P and overlay networks face many challenges in constructing efficient systems. Unlike systems which have centralized control over nodes that join the network where the trust among participating nodes is high, P2P networks are highly decentralized and the trust among nodes is very low [2] . A structured view of the key issues in overlay networking and the relevant inter-area relationships can assist us to analyse the area. Figure 1 clearly identifies that crucial areas for P2P are routing and searching, and it is thus not especially surprising that much academic work has concentrated in these areas. The envisaged uses of overlays also argue for a fair amount of effort being devoted to issues such as resilience, decentralization, scalability, load balancing, availability, security, topology awareness and correct performance.
Routing research in structured P2P and overlay networks focuses on graph structures, forwarding algorithms and the awareness of the underlying topology of the IP network [24] . Research here strives to develop efficient routing algorithms, and optimize lookup services and caching behavior. Much of this work focuses on improving routing matrices using insights gained from a graph theoretic analysis of the network [16, 25] . This ranges from arriving at suitable topological structures for the overlay networks to proposing efficient routing for the overlay networks in order to improve forwarding and search performance.
Search mechanism finds the desired data in a node or in a set of nodes for a given search query issued by an individual user. In searching flooding is the primitive technique used and many recently proposed searching techniques are based on simple key word matching [6, 18] . Researchers have studied and found the overheads of such techniques and have proposed better mechanisms for searching. Incentives encouraging active participation and the derivation of economic models for P2P architectures are also of interest to academic researchers [24, 7] .
Unstructured Networks
In any network system the rate at which nodes enter and leave the network is called the "churn rate". In unstructured networks the overlay topology has no role to play in the placement of data. Normally unstructured networks have less control on nodes which results in a high churn rate. These unstructured networks manage their content locally and are very popular among file sharing user groups. Searching techniques play a major role in unstructured P2P networks since there is no centralized index which records the files of interest. One good example of this kind of application is Gnutella. It is actually a search protocol and it enables nodes to connect to an unstructured network and then search for specific contents [12] . Further, these unstructured networks are considered to face scalability issues. Much attention has been paid in the recent literature for the improvement of unstructured P2P systems especially in searching, caching and replication [18, 7] .
Structured Networks
Structured overlays have strict algorithms which determine the way nodes are added to and removed from the network and have specific protocols for efficient routing and searching. This tight control over the structure of the overlay makes them more efficient in searching and satisfying queries. Much attention has been paid by the academic researchers to the improvement of look up, routing and searching techniques for structured overlay networks, especially in the way of distributed hash tables which map keys to overlay nodes [14, 16] .
The Internet , P2P systems and the Middleware capabilities
The Internet and P2P are two fast growing areas of interest in Computer networking. Despite the greater amounts of similarities and the research focus from industrial and academic communities, these two systems do not help each other to grow, develop and include newer services. In P2P, still the concept of sharing resources in end user systems that join the P2P network remains unchanged and this sharing has evolved in to various types of resource in the recent history. In P2P, it is the applications that drive the technical research that the newer network systems should be able to support. But the Internet has a different sort of history. In the Internet, first the standardized set of protocols and environment variables were defined and then the applications started to develop. There fore for the Internet, insertion of newer sets of protocols to the standardized protocol stack remains a tedious job. At this point P2P seems to be a suitable candidate. Middleware sits between the networking software and the popular network applications as a layer and provides services that could be used for the development and the deployment of distributed computer network applications. The existing middleware are not designed for the P2P. Even though they support the synchronous or asynchronous communication among peers, in reality P2P is much concerned with multicast overlay network management and resource discovery. JXTA [11] is one of the popular general purpose middleware available for developing P2P content-management applications.
Towards Constructing Next Generation P2P Systems
The preceding discussion identified two largely disjunct communities working on P2P applications and infrastructure to support such applications. A key observation that can be drawn from the overview presented there is that deployed applications, almost all except BitTorrent [5] , which is a file transfer protocol, fail to build upon the advances generated by academic researchers.
Structured overlay networks are clearly not popular with the designers of file sharing and content distribution P2P applications. One possible reason for this could be that many DHT based systems have demonstrated themselves unable to handle the high churn rates present in existing P2P systems. A notable exception is Bamboo, which has been shown to perform well with high churn rates in emulated network studies using ModelNet [19] . Despite research results which show good performance of research systems for searching with partial query matches, such approaches have not been used in production systems, nor do they seem to be under consideration for inclusion. This seems hard to understand when we know that techniques such as the flooding-based query algorithms used by unstructured overlays are considerably less effective and create high levels of redundant traffic in the network.
A Research Vision
Academic research results focus on providing newer or better performing architectures and, implementing and understanding systems properties for wide area distributed computing environments. On the other hand, at present the popular applications among user groups are mostly built from the ground up, using only basic transport layer services. In many cases development of such systems is motivated by making marketing gains for the commercial community [2, 13] . We believe that it is necessary to build, test and verify the correctness and completeness of the theoretical results of academic research in widely used public p2p systems. Only then will the present research and related activities provide the foundation for the next stage of innovative research.
One of the fundamental early tenents of network systems research was that theoretical research results and the practical implementations of systems go hand in hand. In order to achieve this we need to implement and test services in isolation using P2P techniques. To successfully implement this idea in the future research products an envisioned approach on the Figure 2 would be very helpful. It is easier to look at the three dimensional view of the parametric space and it is easier to view how different research could be directed towards the production of various networking products.
At this point the biggest question arises. Much current research focuses on the improvement of structured networks and many have been shown to perform well [17, 20, 22, 26] . At the same time, other types of systems for example, unstructured systems which are popular among the user groups, seem hesitant to apply the outcomes of academic research. Is there any way of unifying these two distinct types of development so that performance gains could be integrated, thus supporting the formation of P2P networks with good performance [8, 24] . To understand the research and implementation context, we have parameterized the P2P design space. Systems can be developed at any location in this space (as described in Figure 2 ). In each of its axes different sets of actors are working on and the research and development activities in each axis affects the others. The level of complexity with respect to each axis depends to some extent on ideologies and economic factors. For example ISP's may have an economic motivation to develop more complex network services or overlays in order to create marketable services or products.
Ad hoc development of applications or systems for end users may ultimately lead to replication of effort and inefficient use of resources. However, such applications respond to user perceived shortcomings in existing networks.
One viable role for academic research in such an environment is to provide well structured support for ad hoc development activity and to evaluate the value of including such support in core networks. In this context overlays and similar infrastructure research initiatives lay the groundwork for the construction of efficient and reliable systems. At the same time such efforts also assist in evaluating the feasibility and advisability of migrating some of this functionality in to lower network layers. If we accept that this is a desirable role for academic research, the current practice of developing fragile prototype systems is not sufficient. Researchers in this area need to adopt a more systems research approach. By generating stable distributable overlays, routing substrates and underlay indirection infrastructures, networking research in P2P systems can re-assert itself as a formative influence. In so doing it is crucial to identify the areas in which our specific competencies can create the greatest impact. Using our previous analysis (see Figure 1) we suggest that these areas should be those where existing academic research has a strong presence. Given their complexity and theoretical nature it appears clear that the areas of resilience, searching and security are of special interest.
Resilience
In order to extend P2P networks as a more reliable applications oriented technology and not just to be used as a file sharing system, the design of more reliable resilient systems need to be addressed. P2P systems are often faced with the problems of disconnections by peers, unreachability of nodes and node failures. More research has to be done to improve the resilience of P2P systems, and so far little research has been done. Even though frequent replication is said to be a solution for these kinds of problems, replication of data items needs special care in P2P systems. In addition, since the concept of P2P overlays attracts the involvement of more and more people from various disciplines, this increases the probability that P2P systems will not only be used for file-sharing, but also resource sharing in a broader context, such as computing power, storage etc [9] . In such environments replication may not be the most appropriate solution to resilience. Most other approaches to improve the resilience of a network concentrate on balancing the load or making the system more adaptable to failures. Improving the failure resilience of the Internet also improves the overall performance of the Internet. Some of the possible future research could concentrate on the resilience of network systems in handling the failure of single nodes, disconnection, or partitioning of overlays [1] .
Searching
A very good scalable searching mechanism is an essential feature for a successful P2P sharing system since the querying system of the underlying architecture mainly de-pends on searching. The two main properties a good search mechanism should have are the ability to search and find rare items and the ability to support partial match queries. The search mechanisms proposed by Gnutella have been proved to find popular items and the DHT techniques used by systems such as CAN and others find rare items [15] . These two techniques have their own demerits, for example Gnutella's inability to find rare items and the problems that DHTs have in scaling to large distributed networks with high churn rates [15] .
Security
Security of P2P systems is an important issue since placing the security of a P2P system at risk exposes the whole system. Much research activity is going on in providing security features for P2P systems. Some systems handle the problem with encryption techniques and advanced techniques need to be introduced to protect systems from malicious attacks [4] .
Conclusions
Internet traffic studies demonstrate that P2P systems are increasingly popular and generate a growing percentage of network load. Developing more robust and efficient systems is interesting from both research and commercial standpoints.Historically many of the experimental systems developed by academics have been shown to outperform popular systems in certain respects. However, systems research on Internet protocols and systems is increasingly not what academics do, and systems results are typically not what is published in the major conferences. Development of code, its release and distribution has, more or less, ceased to be an academic activity in networking research. Open source projects are typically started by non-academic people with an interest in systems programming. These people tend not to be in touch with the latest research. Making academic research results accessible to this community should be a priority if we are to fulfill our duty to society and the development of knowledge as researchers.
This paper argues that transfer of results will be facilitated if we understand the design parameter space in which we work. Such knowledge can be used to guide the choice of research topics, and also guide us towards systems research areas that will have a higher impact on future P2P systems developed in the commercial and the open source domains. One powerful approach identified here is to focus on producing general purpose infra-structures that simplify the task of implementing efficient, robust and secure P2P applications. Production of stable overlays and similar infra-structure support in academic research groups, and demonstrating the benefits of research informed designs to open systems and commercial developers increases the relevance of networking research. At the same time production of stable overlay support for P2P systems provides a new opportunity to study the operational impact of innovative protocols and more easily incorporate design innovation into future systems.
Future Work
So far we have discussed the existing streams of activities in the Peer to Peer systems and the big questions ahead of us. We have presented the future direction of research path as a three dimensional parametric space with different set of actors working on and motivating the activities towards their ultimate goals. Our future work emphasizes the development of infrastructure support for various categories of networking needs.
Recent literature highlights the need for sharing more general resources such as computing power [9] . We plan to implement infrastructure support for enhanced resource sharing, this not only includes file sharing but also targets other forms of resource sharing. This will lead us to the implementation and more research work on the addition and implementation of newer protocols to the protocol stack and the inclusion of protocol heaps etc. We also plan to derive and implement newer protocols to start with this aim.
